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ERROR DETECTION 

Coding for error detection, without correction, is simpler than error-correction coding. 

When a two-way channel exists between source and destination, the receiver can request 

retransmission of information containing detected errors. This error-control strategy, called 

automatic repeat request (ARQ). However, when retransmission is impossible or impractical, 

error control must take the form of forward error correction (FEC) using an error-correcting 

code. 

Error control for data integrity may be exercised by means of forward error correction (FEC). 

Figure shows the model of a digital communication system using FEC approach. The discrete 

source generates information in the form of binary symbols. The channel encoder in the 

transmitter accepts message bits and adds redundancy according to a prescribed rule, 

thereby producing encoded data at a higher bit rate. The channel decoder in the receiver 

exploits the redundancy to decide which message bits were actually transmitted. The 

combined goal of the channel encoder and decoder is to minimize the effect of channel noise. 

That is, the number of errors between the channel encoder input (derived from the source) 

and the channel decoder output (delivered to the user) is minimized. 

 

Feed-forward error correction (FEC) relies on the controlled use of redundancy in the 

transmitted code word for both the detection and correction of errors incurred during 

transmission over a noisy channel. Irrespective of whether the decoding of the received code 

word is successful, no further processing is performed at the receiver. Accordingly, channel 

coding techniques suitable for FEC require only a one-way link between the transmitter and 

receiver. 

The other approach known as automatic-repeat request (ARQ) for solving the error-control 

problem. The underlying philosophy of ARQ is quite different from that of FEC. Specifically; 

ARQ uses redundancy merely for the purpose of error detection. Upon the detection of an 

error in a transmitted code word, the receiver requests a repeat transmission of the 

corrupted code word, which necessitates the use of a return path (i.e., a feedback channel). As 
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such, ARQ can be used only on half-duplex or full-duplex links. In a half-duplex link, data 

transmission over the link can be made in either direction but not simultaneously. On the 

other hand, in a full-duplex link, it is possible for data transmission to proceed over the link in 

both directions simultaneously. 

A half-duplex link uses the simplest ARQ scheme known as the stop-and-wait strategy. In 

this approach, a block of message bits is encoded into a code word and transmitted over the 

channel. The transmitter then stops and waits for feedback from the receiver. The feedback 

signal can be acknowledgment of a correct receipt of the code word or a request for 

transmission of the code word because of an error in its decoding. In the latter case, the 

transmitter resends the code word before moving onto the next block of message bits. 

 

The idling problem in stop-and-wait ARQ results in reduced data throughput, which is 

alleviated in another type of ARQ known as continuous ARQ with pullback. This second 

strategy uses a full-duplex link, thereby permitting the receiver to send a feedback signal 

while the transmitter is engaged in sending code words over the forward channel. Specif-

ically, the transmitter continues to send a succession of code words until it receives a request 

from the receiver (on the feedback channel) for a retransmission. At that point, the 

transmitter stops, pulls back to the particular code word that was not decoded correctly by 

the receiver, and retransmits the complete sequence of code words starting with the 

corrupted one. 

In a refined version of continuous ARQ known as the continuous ARQ with selective repeat, 

data throughout is improved further by only retransmitting the code word that was received 

with detected errors. In other words, the need for retransmitting the successfully received 

code words following the corrupted code word is eliminated. 

The three types of ARQ described here offer trade-offs of their own between the need for a 

half-duplex or full-duplex link and the requirement for efficient use of communication 

resources. In any event, they all rely on two premises: 

- Error detection, which makes the design of the decoder relatively simple. 

- Noiseless feedback channel, which is not a severe restriction because the rate of  

information flow over the feedback channel is typically quite low. 

For these reasons, ARQ is widely used in computer-communication systems. 

Nevertheless, the fact that FEC requires only one-way links for its operation makes the FEC 

much wider in application than ARQ. Moreover, the increased decoding complexity of FEC 
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due to the combined need for error detection and correction is no longer a practical limitation 

because the decoder usually lends itself to microprocessor in a cost-effective manner. 

 

Channel-Coding Theorem 

The inevitable presence of noise  in a channel causes discrepancies (errors) between 

the output and input data sequences of a digital communication system. For a relatively noisy 

channel (e.g., wireless communication channel), the probability of error may reach a value as 

high as 10-1, which means that (on the average) only 9 out of 10 transmitted bits are received 

correctly. For many applications, this level of  reliability  is unacceptable. Indeed, a 

probability of error equal to 10-6 or even lower is often a necessary requirement.  

 

The design goal of channel coding is to increase the resistance of a digital communication 

system to channel noise. Specifically, channel coding  consists of mapping  the incoming 

data sequence into a channel input sequence, and inverse mapping  the channel output 

sequence into an output data sequence in such a way that the overall effect of channel noise 

on the system is minimized. The first mapping operation is performed in the transmitter by a 

channel encoder, whereas the inverse mapping operation is performed in the receiver by a 

channel decoder, as shown in the block diagram of the below figure. 

The channel encoder and channel decoder in this figure are both under the designer's control 

and should be designed to optimize the overall reliability of the communication system. The 

approach taken is to introduce redundancy in the channel encoder so as to reconstruct the 

original source sequence as accurately as possible. Thus, in a rather loose sense, we may view 

channel coding as the dual of source coding in that the former introduces controlled 

redundancy to improve reliability, whereas the latter reduces redundancy to improve 

efficiency. 
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Block codes 

In this class of codes, the message sequence is subdivided into sequential blocks each k 

bits long, and each k-bit block is mapped into an n-bit block, where n> k. The number of 

redundant bits added by the encoder to each transmitted block is n - k bits. The ratio k/n is 

called the code rate. Using r to denote the code rate, we may thus write 

r= k /n 

where, r is less than unity, the code rate r (and therefore the system's coding efficiency) 

approaches zero as the block length n approaches infinity. 

The accurate reconstruction of the original source sequence at the destination requires that 

the average probability of symbol error be arbitrarily low. This raises the following important 

question: Does there exist a channel coding scheme such that the probability that a message 

bit will be in error is less than any positive number e (i.e., as small as we want it), and yet the 

channel coding scheme is efficient in that the code rate need not be too small? The answer to 

this fundamental question is "yes" Indeed, the answer to the question is provided by 

Shannon's second theorem in terms of the channel capacity C. Suppose then the discrete 

memoryless source has the source alphabet (�) and entropy H(�) bits per source symbol. We 

assume that the source emits symbols once every Ts seconds. Hence, the average information 

rate of the source is H(�)/Ts bits per second. The decoder delivers decoded symbols to the 

destination from the source alphabet and at the same source rate of one symbol every Ts 

seconds. The discrete memoryless channel has a channel capacity equal to C bits per use of 

the channel. We assume that the channel is capable of being used once every Tch seconds. 

Hence, the channel capacity per unit time is C/Tch bits per second, which represents the 

maximum rate of information transfer over the channel. We are now ready to state Shannon's 

second theorem, known as the channel coding theorem. 

i) Let a discrete memoryless source with an alphabet � have entropy H(�) and produce 

symbols once every Ts seconds. Let a discrete memoryless channel have capacity C and 

be used once every Tch  seconds. Then, if: 

�(ζ)

T�
≤

�

���
 

there exists a coding scheme for which the source output can be transmitted over the channel 

and be reconstructed with an arbitrarily small probability of error. The parameter C/Tch is 

called the critical rate. When the equation is satisfied with the equality sign, the system is said 

to be signaling at the critical rate, 

 

ii) Conversely, if 

�(ζ)

T�
>

�

���
 

it is not possible to transmit information over the channel and reconstruct it with an 

arbitrarily small probability of error. 
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Binary Symmetric Channel: 

For BSC with  equiprobable symbols; the source entropy =1, then 

1

T�
≤

�

���
 

the probability of error can be made arbitrarily low by the use of a suitable channel encoding 

scheme. But the ratio T ch/TS  equals the code rate of the channel encoder: 

� =
���

��
 

Hence,  

r ≤ C 

That is, for r  ≤ C, there exists a code (with code rate less than or equal to C) capable of 

achieving an arbitrarily low probability of error. 

 

Repetition code 

Consider a simple method of reducing Pe by repeating a given digit an odd number of times. 

For example, we can transmit 0 and 1 as 000 and 111. The receiver uses the majority rule to 

make the decision; that is, if at least two out of three digits are 1, the decision is 1, and if at 

least two out of three digits are 0, the decision is 0. Thus, even if one out of three digits is in 

error, the information is received error-free. This scheme will fail if two out of three digits are 

in error. In order to correct two errors, we need five repetitions. In any case, repetitions cause 

redundancy but improve Pe . It will be instructive to understand this situation from a graphic 

point of view. Consider the case of three repetitions. We can show all eight possible sequences 

of three binary digits graphically as the vertices of a cube (Fig. a). It is convenient to map 

binary sequences as shown in this figure and to talk in terms of what is called the Hamming 

distance between binary sequences. If two binary sequences of the same length differ in j  

places ( j  digits), then the Hamming distance between the sequences is considered to be j. 

Thus, the Hamming distance between 000 and 010 (or 001 and 101) is 1, and between 000 

and 111 it is 3. In the case of three repetitions, we transmit binary 1 by 111 and binary 0 by 

000. The Hamming distance between these two sequences is 3. Observe that of the eight 

possible vertices, we are occupying only two (000 and 111) for transmitted messages. At the 

receiver, however, because of channel noise, we are liable to receive any one of the eight 

sequences. The majority decision rule can be interpreted as a rule that decides in favor of that 

message (000 or 111), which is at the closest Hamming distance from the received sequence. 

Sequences 000, 001, 010, and 100 are within 1 unit of Hamming distance from 000 but are at 

least 2 units away from 111. Hence, when we receive any one of these four sequences, our 

decision is binary 0. Similarly, when any one of the sequences 110, 111, 011, or 101 is 

received, the decision is binary 1. 
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We can now see why the error probability is 

reduced in this scheme. Of the eight possible 

vertices, we have used only two, which are 

separated by 3 Hamming units. If we draw a 

Hamming sphere of unit radius around each of 

these two vertices (000 and 111), the two 

Hamming spheres are non-overlapping. The 

channel noise can cause a distance between the 

received sequence and the transmitted sequence, 

and as long as this distance is equal to or less than 

1 unit, we can still detect the message without 

error. In a similar way, the case of five repetitions 

can be represented by a hypercube of five dimensions. The transmitted sequences 00000 and 

11111 occupy two vertices separated by five units, and the Hamming spheres of 2-unit radius 

drawn around each of these two vertices would be non-overlapping. In this case, even if 

channel noise causes two errors, we can still detect the message correctly. Hence, the reason 

for the reduction in error probability is that we have not used all the available vertices for 

messages. If we occupied all the available vertices for messages (as is the case without 

redundancy, or repetition), then if channel noise caused an error (even one), the received 

sequence would occupy a vertex assigned to another transmitted sequence, and we are 

certain to make a wrong decision. Precisely because we have left the neighboring vertices of 

the transmitted sequence unoccupied, we are able to detect the sequence correctly, despite 

channel errors (within a certain limit). The smaller the fraction of vertices used, the smaller 

the error probability. It should also be remembered that redundancy (or repetition) is what 

makes it possible to have unoccupied vertices.  

If we continue to increase n, the number of repetitions, we will reduce Pe, but we will also 

reduce Rb by the factor n. But no matter how large we make n, the error probability never 

becomes zero. The trouble with this scheme is that it is inefficient because we are adding 

redundant (or check) digits to each information digit. It might be more efficient if we used 

redundant digits not to check any one individual transmitted digit but, rather, a block of digits. 

Herein lies the key to our problem. Let us consider a group of information digits over a certain 

time interval of T seconds, and let us add some redundant digits to check on all these digits. 

Recalling the code rate r=k/n, a total of 2n code words (or vertices of an n-dimensional 

hypercube) is available to assign to 2k data words. Suppose we wish to find a code that will 

correct up to t wrong digits. In this case, if we transmit a data word dj by one of the code 

words (or vertices) Cj, then because of channel errors the received word will not be Cj but will 

be ��
′. If the channel noise causes errors in t or less digits, then C'j will lie somewhere in the 

Hamming sphere of radius t centered at Cj. If the code is to correct up to t errors, then the code 

must have the property that all of the Hamming spheres of radius t centered at the code 

words are non-overlapping. This means we may not use vertices (or words) that are within a 

Hamming distance of t from any code word. If a received word lies within a Hamming sphere 

 

 

Fig. a, showing the Hamming distance 
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of radius t centered at Cj, then we decide that the transmitted code word was Cj. This scheme 

is capable of correcting up to t errors, and dmin , the minimum distance between t error 

correcting code words, is  dmin = 2t + 1 

Next, in order to find a relationship between n and k, we observe that 2n vertices, or words, 

are available for 2k data words, and 2n - 2k are redundant vertices. How many vertices, or 

words, can lie within a Hamming sphere of radius t? The number of sequences (of n digits) 

that differ from a given sequence by j digits is the number of the combination of n things 

taken j at a time and is given by  ��
�
� . Hence, the number of ways in which up to t errors can 

occur is given by  ∑ ��
�
��

���   , thus for each code word, we must leave  ∑ ��
�
��

���  number of 

words unused. Because we have 2k code words, we must leave 2k ∑ ��
�
��

���  words unused. 

Hence, the total number of words must be at least: 

 

2� + 2� � �
n

j
�

�

���

=  2� � �
n

j
�

�

���

   

Since the total number of available vertices is 2n , then: 

2� ≥ 2� � �
n

j
�

�

���

 

2��� ≥ � �
n

j
�

�

���

 

The ������� ����� is  2� ≥ � �
n

j
�

�

���

     , �� ������� � = � − � (��������� ����) 

The code that satisfies the above inequality with equal sign is called a Perfect Code. 

A binary, single error correcting, perfect code is called the Hamming Code. 

For Hamming codes, t=1, & dmin=3 

2� = � �
n

j
�

�

���

= 1 + � 

n=2m -1 , or m= log(n+1) 

Consider a binary symmetric channel with transition probability p = 10-2. For this value of p, 

we find that the channel capacity C = 0.9192. Hence, from the channel coding theorem, we 

may state that for r ≤ 0.9192, there exists a code of large enough length n and code rate r, and 

an appropriate decoding algorithm, such that when the coded bit stream is sent over the 

given channel, the average probability of channel decoding error is less than e. This result is 

depicted in Figure below for the limiting value e = 10-8. 
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To put the significance of this result in perspective, consider next a simple coding scheme that 

involves the use of a repetition code, in which each bit of the message is repeated several 

times. Let each bit (0 or 1) be repeated n times, where n =2m + 1 is an odd integer. For 

example, for n = 3, we transmit 0 and 1 as 000 and 111, respectively. Intuitively, it would 

seem logical to use a majority rule for decoding, which operates as follows: If in a block of n 

received bits (representing one bit of the message), the number of 0's exceeds the number of 1's, 

the decoder decides in favor of a 0. Otherwise, it decides in favor of a 1. Hence, an error occurs 

when m + 1 or more bits out of n = 2m + 1 bits are received incorrectly. Because of the 

assumed symmetric nature of the channel, the average probability of error Pe is independent 

of the a priori probabilities of 0 and 1.  

According to the theory of probability, we know that the probability of occurance of the event 

j, taking from n bernulli trials (sample space)is given by, 

�(�)  =  �
�

�
� ��(1 − �)��� 

Then for Pe  of a symetric channal: 

�� = � �
�

�
� ��(1 − �)���

�

�����

 

The right table gives the average 

probability of error Pe for a 

repetition code, which is calculated 

by using the last equation for 

different values of the code rate r. 

The values given here assume the 

use of a binary symmetric channel 

with transition probability p = 10-2.  

The improvement in reliability 

displayed in this table is achieved at the cost of decreasing 

code rate. The results of this table are also shown plotted as 

the curve labeled "repetition code" figure shown. This curve 

illustrates the exchange of code rate for message reliability, 

which is a characteristic of repetition codes. 

This example highlights the unexpected result presented to 

us by the channel coding theorem. The result is that it is not 

necessary to have the code rate r approach zero (as in the 

case of repetition codes) so as to achieve more and more 

reliable operation of the communication link. The theorem 

merely requires that the code rate be less than the channel 

capacity C. 




