
A Very Large Key Space But ...  

o That gives us a huge key space (meaning the total 

number of all possible keys that would need to be 

guessed in a brute-force attack). This key space is 10 

orders of magnitude larger than the size of the key 

space for DES, the now somewhat outdated (but still 

widely used) NIST standard.  

o Obviously, this would rule out a brute-force attack. 

(Even if each key took only a nanosecond to try, it 

would still take zillions of years to try out even half the 

keys.)  

o However, this system is still weak! Why? Read on.  
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The All-Fearsome Statistical Attack  

 If you know the nature of plaintext, any substitution cipher, 

regardless of the size of the key space, can be broken easily 

with a statistical attack.  

When the plaintext is plain English, a simple form of 

statistical attack consists measuring the frequency 

distribution for single characters, for pairs of characters, for 

triples of characters, etc., and comparing those with similar 

statistics for English.  

 Figure 1 shows the relative frequency of the letters in a 

sample of English text. Obviously, by comparing this 

distribution with a histogram for the characters in a piece of 

ciphertext, you may be able to establish the true identities of 

the ciphertext characters.  
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Figure 1.  
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Statistics for Digrams and Trigrams  

 Equally powerful statistical inferences can be made by 

comparing the relative frequencies for pairs and triples 

of characters in the ciphertext and the language 

believed to be used for the plaintext.  

 Pairs of adjacent characters are referred to as digrams, 

and triples of characters as trigrams.  

 Shown in Table 1 are some of the digram frequencies.  

 The most frequently occurring trigrams ordered by 

decreasing frequency are:  

      the    and    ent    ion    tio    for    nde   …  
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Table 1.  
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How to Mask Plaintext Structure?  

 One character at a time substitution obviously leaves 

too much of the plaintext structure in ciphertext.   

 Two principal methods are used in substitution 

ciphers to lessen the extent to which the structure of 

the plaintext survives in the ciphertext:  

1. One approach is to encrypt (substitute) multiple 

letters of plaintext 

2. The other is to use multiple cipher alphabets. 

 The best known approach that carries out multiple-

character substitution is known as Playfair cipher.  
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Playfair Cipher  

 In Playfair cipher, you first 
choose an encryption key.  

 You then enter the letters of the 
key in the cells of a 5 × 5 matrix 
in a left to right fashion starting 
with the first cell at the top-left 
corner.  

 You fill the rest of the cells of the 
matrix with the remaining letters 
in alphabetic order.  

 The letters I and J are assigned 
the same cell.  

 In the following example, the key 
is "smythework":  
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Substitution Rules in Playfair Cipher  (1)  
1. Two plaintext letters that fall in the same row of the 5 × 5 

matrix are replaced by letters to the right of each in the 

row.  

 The "rightness" property is to be interpreted circularly in 

each row, meaning that the first entry in each row is to the 

right of the last entry. Therefore, the pair of letters   "bf"  in 

plaintext will get replaced by  "CA"  in ciphertext.  

2. Two plaintext letters that fall in the same column are 

replaced by the letters just below them in the column.  

 The "belowness" property is to be considered circular, in the 

sense that the topmost entry in a column is below the 

bottom-most entry. Therefore, the pair   "ol"   of plaintext 

will get replaced by   "CV"  in ciphertext.  
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Substitution Rules in Playfair Cipher (2) 

3. Otherwise, for each plaintext letter in a pair, replace it with 

the letter that is in the same row but in the column of the 

other letter.  

 Consider the pair  "gf"  of the plaintext. We have  'g'  in 

the fourth row and the first column; and  'f'  in the third 

row and the fifth column.  

 So we replace  'g‘  by the letter in the same row as  'g' 

but in the column that contains  'f' .  This given us  'P' 

as a replacement for  'g'.  And we replace  'f'  by the 

letter in the same row as  'f'   but in the column that 

contains 'g'. That gives us  'A'  as replacement for   'f'.  

 Therefore,  'gf'   gets replaced by   'PA‘. 
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Dealing With Duplicates Letters in Key and 

Repeating Letters in Plaintext  

1. You must drop any duplicates in a key.  

2. Before the substitution rules are applied, you must 

insert a chosen "filler" letter (let's say it is 'x') 

between any repeating letters in the plaintext. So a 

plaintext word such as "hurray" becomes "hurxray“ 

3. In case you have gotten a single final letter, append 

an ‘x’ with it and use the substitution rules normally.  
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How Secure is the Playfair Cipher?      (1)  

 Playfair was thought to be unbreakable for many 

decades.  

 It was used as the encryption system by the British 

Army in World War 1. It was also used by the U.S. 

Army and other Allied forces in World War 2.  

 But, as it turned out, Playfair was extremely easy to 

break.  

 As expected, the cipher does alter the relative 

frequencies associated with the individual letters and 

with digrams and with trigrams, but not sufficiently.  
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How Secure is the Playfair Cipher?      (2)  

The figure on the next page shows the single-letter relative 

frequencies in descending order (and normalized to the 

relative frequency of the letter 'e') for different ciphers. 

There is still considerable information left in the distribution 

for good guesses.  

The cryptanalysis of the Playfair cipher is also aided by the 

fact that a digram and its reverse will encrypt in a similar 

fashion. That is, if AB encrypts to XY, then BA will encrypt 

to YX. So by looking for words that begin and end in 

reversed digrams, one can try to compare then with 

plaintext words that are similar. Example of words that 

begin and end in reversed digrams: receiver, departed, 

repairer, redder, denuded, etc.  
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RELATIVE FREQUENCY OF OCCURRENCE OF LETTERS 



Finally . . . 

 Acknowledgment: These lecture notes are based on 

the textbook by William Stallings and notes prepared 

by Avinash Kak, Purdue University. My sincere thanks 

are devoted to them and to all other people who 

offered the material on the web.   

 

  Students are advised to study and solve the problems 

and answer the questions in Assignment-2. 
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