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Lecture Goals 

1. To present Double DES (2DES) and its 

vulnerability to the meet-in-the-middle attack  

2. To present Triple DES (3DES)  

3. To present the five different modes in which a 

block cipher can be used in practical systems 

for secure communications  
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Double DES (2DES)  

 The simplest form of multiple encryption with DES is double 

DES that has two DES-based encryption stages using two 

different keys (See next Figure).  

 Let's say that  P  represents a 64-byte block of plaintext. Let  E  

represent the process of encryption that transforms a plaintext 

block into a ciphertext block. Let's use two 56-byte encryption 

keys  K1  and  K2  for a double application of DES to the plaintext. 

Let  C  represent the resulting block of ciphertext. We have  

  C  =  E (K 2 , E (K 1 , P ))  

  P  =  D (K 1 , D (K 2 , C ))  

      where  D  represents the process of decryption.  

 With two keys, each of length 56 bits, double DES in effect uses a 

112 bit key.  
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Double DES Encryption and Decryption 

 



Vulnerability of double DES to the 

meet-in-the-middle attack      

Would this result in a dramatic increase in the cryptographic 

strength of the cipher — at least  against the brute-force 

attacks to which the regular DES is so vulnerable- ?  

                           [The answer is NO!] 

 Any double block cipher, that is a cipher that carries out 

double encryption of the plaintext using two different keys in 

order to increase the cryptographic strength of the cipher, is 

open to what is known as the meet-in-the-middle attack.  

 It can be shown that the effort required to do such attack is 

256, which is comparable to the effort required to break the 

regular DES.  
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Triple DES With Two Keys         (1) 

An obvious defense against the meet-in-the-middle 

attack is to use triple DES (3DES).  

The most straightforward way to use triple DES is to 

employ three stages of encryption, each with its own 

key:  

 C = E(K 3 , E(K 2 , E(K 1 , P )))  

But this calls for 168-bit keys, which is considered to be 

unwieldy for many applications.  

One way to use triple DES is with just two keys as 

follows  

 C = E(K 1 , D(K 2 , E(K 1 , P )))  
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Triple DES With Two Keys         (2) 

 In this latter case, one stage of encryption is followed 

by one stage of decryption, followed by another stage 

of encryption. This is also referred to as EDE 

encryption (See next Figure).  

 There is an important reason for juxtaposing a stage of 

decryption between two stages of encryption: it makes 

the triple DES system backward compatible with 

regular DES by setting K1 = K2 in triple DES. 

  It is important to realize that juxtaposing a decryption 

stage between two encryption stages does not weaken 

the resulting cryptographic system in any way.  
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EDE and DED 



Triple DES with two keys                (3) 

Recall, decryption in DES works in exactly the same 

manner as encryption. So if you encrypt data with one 

key and try to decrypt with a different key, the final 

output will be still be an encrypted version of the 

original input. 

Triple DES with two keys is a popular alternative to 

regular DES.  

 It is theoretically possible to extend the meet-in-the-

middle attack to the case of 3DES based on two keys. 

However, the running time of such attack, given  n   pairs 

of (P, C), would be of the order of      2120-log n      
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Triple DES with Three Keys           (1) 

Here is a 3-key version of a more secure cipher that is 

based on multiple encryption with DES:  

 C = E(K 3 , D(K 2 , E(K 1 , P )))  

where the decryption step in the middle is purely for 

the sake of backward compatibility with the regular 

DES, with 2DES, and with 3DES using two keys. 

  

When all three keys are the same, that is when            

K1 = K2 = K3,  3DES  with three keys become identical 

to regular  DES.  
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Triple DES with Three Keys           (2) 

When  K1 = K3,  we have 3DES with two keys.  

Note that as with 3DES using two keys, the decryption 

stage in the middle does NOT reduce the cryptographic 

strength of 3DES with three keys, especially since the 

encryption and decryption algorithms are the same in 

DES.  

A number of internet-based applications have adopted 

3DES with three keys. These include PGP and 

S/MIME.  
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