Chapter Five
Introduction to Number Theory

5.1. Prime Numbers

In this section, unless otherwise noted, we deal only with the nonnegative integers.
The use of negative integers would introduce no essential differences.

A central concern of number theory is the study of prime numbers. Indeed, whole
books have been written on the subject (e.g., [CRANO1], [RIBE96]). In this section
we provide an overview relevant to the concerns of this book.

An integer p > 1 is a prime number if and only if its only divisors are = 1 and %p.
Prime numbers play a critical role in number theory and in the techniques discussed
in this chapter. Table 5.1 shows the primes less than 2000. Note the way the primes
are distributed. In particular, note the number of primes in each range of 100
numbers.

Recall from Chapter 4 that integer a is said to be a divisor of integer b if there is no
remainder on division. Equivalently, we say that a divides b.

Table 5.1. Primes under 2000
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Any integer a > 1 can be factored in a unique way as
Equation 5-1

Hl il

il
|t .. P

a=p

where pl < p, < ... <p; are prime numbers and where each is a positive integer. This
Is known as the fundamental theorem of arithmetic; a proof can be found in any text
on number theory.

91 =7x13
3600 =2%x3%x5°
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11011 =7x11%x 13

It is useful for what follows to express this another way. If P is the set of all prime
numbers, then any positive integer a can be written uniquely in the following form:
fa = ]_Lu"-" where each a, = 0
p=sP

The right-hand side is the product over all possible prime numbers p; for any
particular value of a, most of the exponents a, will be 0.

The value of any given positive integer can be specified by simply listing all the
nonzero exponents in the foregoing formulation.

The integer 12 is represented by {a, = 2, a; = 1}.
The integer 18 is represented by {a, = 1, a3 = 2}.
The integer 91 is represented by {a; = 2, a;3 = 1}.

Multiplication of two numbers is equivalent to adding the corresponding exponents.

a = Hp”-' b= H;;"’-'

Given a peP reP . Define k = ab We know that the integer k can be
k= HFRI..

expressed as the product of powers of primes: rel |t follows that k, = a, + by

forallp € P.

k=12x18=(2°x3) x (2 x 3°) = 216
k2=2+1=3;k3=1+2=3
216 =2°x3*=8x27

What does it mean, in terms of the prime factors of a and b, to say that a divides b?
Any integer of the form can be divided only by an integer that is of a lesser or equal
power of the same prime number, p' with j < n. Thus, we can say the following:

a H pr b H,r}"'-'
peP

Given »=r|f alb, then a, < b, then for all p.
a =12;b = 36; 12|36
12 =2°x3;36=2°x 3
do =2= b2
ds =1<2= b3

Thus, the inequality a, < b, is satisfied for all prime numbers.

It is easy to determine the greatest common divisor of two positive integers if we
express each integer as the product of primes. Recall from Chapter 4 that the greatest
common divisor of integers a and b, expressed gcd(a, b), is an integer ¢ that divides
both a and b without remainder and that any divisor of a and b is a divisor of c.
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300 =2"x3'x5°
18 =2t x 32
gcd(18,300) | =2'x3'x5°=6

The following relationship always holds:

If k = gcd(a,b) then k, = min(a,, by) for all p

Determining the prime factors of a large number is no easy task, so the preceding
relationship does not directly lead to a practical method of calculating the greatest
common divisor.

5.2. Fermat's and Euler's Theorems
Two theorems that play important roles in public-key cryptography are Fermat's
theorem and Euler's theorem.

5.2.1. Fermat's Theorem

This is sometimes referred to as Fermat's little theorem.

Fermat's theorem states the following: If p is prime and a is a positive integer not
divisible by p, then

Equation 5-2

a’~" = 1(mod p)

Proof: Consider the set of positive integers less than p:{1,2,..., p 1} and multiply each
element by a, modulo p, to get the set X = {a mod p, 2a mod p, ... (p 1)a mod p}.
None of the elements of X is equal to zero because p does not divide a. Furthermore
no two of the integers in X are equal. To see this, assume that ja = ka(mod p) where 1
<j<k<pl Because ais relatively prime to p, we can eliminate a from both sides of
the equation [see Equation (4.3)] resulting in: j = k(mode p). This last equality is
impossible because j and k are both positive integers less than p. Therefore, we know
that the (p 1) elements of X are all positive integers, with no two elements equal. We
can conclude the X consists of the set of integers {1,2,..., p 1} in some order.
Multiplying the numbers in both sets and taking the result mod p yields
Recall from Chapter 4 that two numbers are relatively prime if they have no prime
factors in common; that is, their only common divisor is 1. This is equivalent to
saying that two numbers are relatively prime if their greatest common divisor is 1.
ax2ax..x(pl)=[(1x2x..x(p2l)](mode p)
a”® Y = (p 1)!(mod p)

We can cancel the (p 1)! term because it is relatively prime to p [see Equation (4.3)].
This yields Equation (5.2).

a=7,p=19

74 =49 =11(mod 19)

7% =121 = 7(mod 19)
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7° =49 =7(mod 19)
7*°=121=7(mod 19)
Pt =7"=7"x7=7x11=1(mod 19)

An alternative form of Fermat's theorem is also useful: If p is prime and a is a
positive integer, then
Equation 5-3

a” = a(mod p)

Note that the first form of the theorem [Equation (5.2)] requires that a be relatively
prime to p, but this form does not.

p=5a=3 |a"=3"=243=3(mod 5) = a(mod p)
p=5,a=10 a”=10°= 100000 = 10(mod 5) = 0(mod 5) = a(mod p)

5.2.2. Euler's Totient Function

Before presenting Euler's theorem, we need to introduce an important quantity in

number theory, referred to as Euler's totient function and written & (n), defined as the

number of positive integers less than n and relatively prime to n. By convention,
(1) = 1.

Determine & (37) and & (35).
Because 37 is prime, all of the positive integers from 1 through 36 are
relatively prime to 37. Thus & (37) = 36.
To determine & (35), we list all of the positive integers less than 35 that are
relatively prime to it:

1,2,3,4,6,8,9,11, 12,13, 16, 17, 18,

19, 22, 23, 24, 26, 27, 29, 31, 32, 33, 34.

There are 24 numbers on the list, so & (35) = 24.

Table 5.2 lists the first 30 values of f(n). The value f(1) is without meaning but is
defined to have the value 1.
It should be clear that for a prime number p,
D (P)=p-1
Now suppose that we have two prime numbers p and g, with p # . Then we can
show that for n = pq,
b= (pq)=L(P)xI@=pP-1)x(@-1)
To see that f(n) = f(p) x f(q), consider that the set of positive integers less that n is the
set {1,..., (pq - 1)}. The integers in this set that are not relatively prime to n are the set
{p.2 p,..., (q - 1)p} and the set {q,2q,..., (p - 1)q} Accordingly,
G M=@Ea-1)[@Q-1)+(p-1)]

=pq(p+q)+1

=(P-1)x(q-1)

=& (p) x & ()
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FRL=F@)xT(7)=@1)x(71)=2x6=12

where the 12 integers are {1,2,4,5,8,10,11,13,16,17,19,20}

Table 5.2. Some Values of Euler’s Totient Function f(n)
n f(n)
1 1
2 1
3 2
4 2
5 4
6 2
7 6
8 4
9 6

10 4
11 10
12 4
13 12
14 6
15 8
16 8
17 16
18 6
19 18
20 8
21 12
22 10
23 22
24 8
25 20
26 12
27 18
28 12
29 28
30 8
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5.2.3. Euler's Theorem
Euler's theorem states that for every a and n that are relatively prime:
Equation 5-4

i 1) : 3
a®™" = 1{mod n)

a=3;n=10;f(10)=4 a™=3%=81=1(mod 10) = 1 (mod n)
a=2;n=11;f(11) =10 a™ = 2'°= 1024 = 1(mod 11) = 1 (mod n)

Proof: Equation (5.4) is true if n is prime, because in that case & (n) = (n 1) and
Fermat's theorem holds. However, it also holds for any integer n. Recall that & (n) is
the number of positive integers less than n that are relatively prime to n. Consider the
set of such integers, labeled as follows:
R {X1, X2,..., Xsm)}
That is, each element x; of R is a unique positive integer less than n with gcd(x;, n) =
1. Now multiply each element by a, modulo n:
S ={(ax; mod n), (ax, mod n),..., (aXsm mMod n)}
The set S is a permutation of R, by the following line of reasoning:
1. Because a is relatively prime to n and x; is relatively prime to n, ax; must also
be relatively prime to n. Thus, all the members of S are integers that are less
than n and that are relatively prime to n.
2. There are no duplicates in S. Refer to Equation (4.3). If ax; mod n = ax; mod n
then x; = X;.
Therefore,

r_l’:-:'r.': n)
[](ax;modn) = J]x
i=1 1
|.'.lfl.h": Ln)
H ax; = H.r, (mod n)
!’. 1 =

a®" x H_r_,- = | |x;, (modn)
=1

(mod n)

This is the same line of reasoning applied to the proof of Fermat's theorem. As is the
case for Fermat's theorem, an alternative form of the theorem is also useful:
Equation 5-5

i n)+ 1

i = a({mod n)

Again, similar to the case with Fermat's theorem, the first form of Euler's theorem
[Equation (5.4)] requires that a be relatively prime to n, but this form does not.

5.3. Discrete Logarithms
Discrete logarithms are fundamental to a number of public-key algorithms, including
Diffie-Hellman key exchange and the digital signature algorithm (DSA). This section
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provides a brief overview of discrete logarithms. For the interested reader, more
detailed developments of this topic can be found in [ORE67] and [LEVE90].

5.3.1. The Powers of an Integer, Modulo n

Recall from Euler's theorem [Equation (5.4)] that, for every a and n that are relatively
prime:

af(n) = 1(mod n)

where f(n), Euler's totient function, is the number of positive integers less than n and
relatively prime to n. Now consider the more general expression:

Equation 5-6

1 i i
a” = 1{modn)

If a and n are relatively prime, then there is at least one integer m that satisfies
Equation (5.6), namely, m = f(n). The least positive exponent m for which Equation
(5.6) holds is referred to in several ways:

« the order of a (mod n)

. the exponent to which a belongs (mod n)

« the length of the period generated by a

To see this last point, consider the powers of 7, modulo 19:

7t = 7 (mod 19)
7% =49=2x19+11 = 11 (mod 19)
7° =343=18x19+1 = 1 (mod19)
7" =2401=126x19+7 = 7 (mod 19)

7° =16807=884x19+11= 11 (mod 19)

There is no point in continuing because the sequence is repeating. This can
be proven by noting that 7% = 1(mod 19) and therefore 7°* = 7°7) = 7/(mod
19), and hence any two powers of 7 whose exponents differ by 3 (or a
multiple of 3) are congruent to each other (mod 19). In other words, the
sequence is periodic, and the length of the period is the smallest positive
exponent m such that 7™ = 1(mod 19).

Table 5.3 shows all the powers of a, modulo 19 for all positive a < 19. The length of
the sequence for each base value is indicated by shading. Note the following:
1. All sequences end in 1. This is consistent with the reasoning of the preceding
few paragraphs.
2. The length of a sequence divides f(19) = 18. That is, an integral number of
sequences occur in each row of the table.
3. Some of the sequences are of length 18. In this case, it is said that the base
integer a generates (via powers) the set of nonzero integers modulo 19. Each
such integer is called a primitive root of the modulus 19.
More generally, we can say that the highest possible exponent to which a number can
belong (mod n) is G(n).
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Table 5.3. Powers of Integers, Modulo 19

I
I |

4 8 16 13 7 14 9 18 17 15 11 3 6 12 5 10
8 S 15 7 2 6 18 16 10 11 14 4 12 17 13

10 5 12 6 3 L) 15 17 18 9 14 7 12 16 8 R
I 7 i 11 7 I ] 7 1 L} 7 1 11 7 I 11

1
13 17 12 4 14 1 10 16 I8 6 2 7 15 S 8 9 3

1 16 9 1 5 4 7 17

If a number is of this order, it is referred to as a primitive root of n. The importance
of this notion is that if a is a primitive root of n, then its powers

a, a2,..., a™
are distinct (mod n) and are all relatively prime to n. In particular, for a prime number
p, if ais a primitive root of p, then

a, a’,..., a"
are distinct (mod p). For the prime number 19, its primitive roots are 2, 3, 10, 13, 14,
and 15. Not all integers have primitive roots. In fact, the only integers with primitive
roots are those of the form 2, 4, p® and 2p® where p is any odd prime and a is a
positive integer. The proof is not simple but can be found in many number theory
books, including [ORE76].

5.3.2. Logarithms for Modular Arithmetic

With ordinary positive real numbers, the logarithm function is the inverse of
exponentiation. An analogous function exists for modular arithmetic.

Let us briefly review the properties of ordinary logarithms. The logarithm of a
number is defined to be the power to which some positive base (except 1) must be
raised in order to equal the number. That is, for base x and for a value y:

y = X%V
The properties of logarithms include the following:
log,(1) =0
log,(x) =1
Equation 5-7
log,(vz) = log,(y) + log.(z)
Equation 5-8

log,(¥") = r X log,(y)

Consider a primitive root a for some prime number p (the argument can be developed
for nonprimes as well). Then we know that the powers of a from 1 through (p - 1)
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produce each integer from 1 through (p 1) exactly once. We also know that any
integer b satisfies
b =r(mod p) for somer, where 0 <r<(p-1)
by the definition of modular arithmetic. It follows that for any integer b and a
primitive root a of prime number p, we can find a unique exponent i such that
b =a'(mod p) where0<i<(p-1)

This exponent i is referred to as the discrete logarithm of the number b for the base a
(mod p). We denote this value as dlog, p(b).
Many texts refer to the discrete logarithm as the index. There is no generally agreed
notation for this concept, much less an agreed name.
Note the following:
Equation 5-9 .

dlog, (1) = 0. becausea”"modp = 1mod p = 1
Equation 5-10

dlog, ,(a) = 1, because a' mod p = a

Here is an example using a nonprime modulus, n =9. Here f(n) =6 and a = 2
IS a primitive root. We compute the various powers of a and find

2°=1 2*=7(mod 9)
2'=2 25=5(mod 9)
2°=4 25=1(mod 9)
2°=8

This gives us the following table of the numbers with given discrete
logarithms (mod 9) for the root a = 2:

Logarithm 0 1 2 3 4 5

Number 12 4875

To make it easy to obtain the discrete logarithms of a given number, we
rearrange the table:

Number 12457 8
Logarithm 0 1 2 5 4 3

Now consider
x = a"%%P®) mod D y= 29109200) mod D

Xy = adloga,p(xy) mod p

Using the rules of modular multiplication,
xymod p = [(x mod p) (y mod p)| mod p

a2\ mod p = (a‘”“*‘-’ »*) mod /)) (u‘“‘"“ ¥ mod /7)

e (udln_u‘, plx)+dlog, (v |> mod p
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But now consider Euler's theorem, which states that, for every a and n that are
relatively prime:
a"™ = 1(mod n)
Any positive integer z can be expressed in the form z = g + kf(n), with 0 < g < f(n).
Therefore, by Euler's theorem,
a’ =a%mod n) if z = q mod f(n)
Applying this to the foregoing equality, we have
dlog.(xy) = [dlogas(x) + dlogay(y)] (mod f(p))

dlogap(y’) = [r x dlogap(y)] (mod f(n))
This demonstrates the analogy between true logarithms and discrete logarithms.

Keep in mind that unique discrete logarithms mod m to some base a exist only if a is
a primitive root of m.

and generalizing,

Table 5.4. Tables of Discrete Logarithms, Modulo 19

(2) Discrete bogacithas 10 the base 2, modulo 19

| 1 2 L) 4 5 6 7 ] 9 10 11 12 13 14 15 16 17 18
logs wia) 15 1 13 2 16 14 6 3 8 17 12 15 § 7 1 4 10

(b)) Discrete logarithms to the base 3, modulo 19

i 1 2 1 4 5 o 7 8 9 10 11 12 13 14 15 16 1?7 18
log la {18 7 1 14 4 8 (3 5 2 1 12 15 17 13 s 10 16 y

() Discrete bogarithms 10 the base 10, modulo 19

a1 2 a 4 5 6 7 8 9 10 i 12 13 14 15 16 17 18
Joguyel@) | 18 17 5 16 2 4 12 15 10 1 6 3 13 " 7 14 8

(d) Disceete logarithims 1o the base 13, modulo 19

1 2 3 4 5 6 7 8 9 10 i1 12 13 14 15 16 17 18
Jogis @) 18 1 17 4 14 10 12 15 16 7 6 3 1 5 15 8 9

{¢) Discrete logarithis 10 the hase 14, modulo 19

1 2 3 i 3 6 7 8 9 10 i 12 13 14 15 16 17 18
logyu 1ole) 18 13 7 8 10 2 6 3 4 S 12 13 11 1 17 16 4

(1) Discrete logarithens 10 1he base 15 modedo 19

1 2 3 4 5 6 7 8 9 10 |1 12 | 13 ] 14 s s )]s
logissel@) | 18 5 1 10 8 16 12 | 15 4 13 | 6 3 7 17 1 2 4 9

Table 5.4, which is directly derived from Table 5.3, shows the sets of discrete
logarithms that can be defined for modulus 19.

5.3.3. Calculation of Discrete Logarithms
Consider the equation

y =g modp
Given g, x, and p, it is a straightforward matter to calculate y. At the worst, we must
perform x repeated multiplications, and algorithms exist for achieving greater
efficiency.
However, given vy, g, and p, it is, in general, very difficult to calculate x (take the
discrete logarithm). The difficulty seems to be on the same order of magnitude as that
of factoring primes required for RSA. At the time of this writing, the asymptotically
fastest known algorithm for taking discrete logarithms modulo a prime number is on

the order of [BETH91]:
a((in p)1/3(In(In p))2/3)

which is not feasible for large primes.
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